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Apporter une IPv4 de datacenter sur un
pfSense via un VPN

L'objectif est de faire descendre une IP de datacenter sur le pfSense avec un tunnel OpenVPN et du
proxyARP.

Il vous sera nécessaire :

e un serveur OpenVPN linux avec:
o Une IP fixe pour initier la session VPN
o Une IP supplémentaire (nommé “IP Fail-Over” chez OVH par exemple)

Dans notre exemple, notre IP supplémentaire sera 172.32.0.1

Configuration du serveur OpenVPN

La configuration d'OpenVPN est classique avec quelques exception, par exemple :

proxyarp.conf

mode server

tls-server

proto udp

port 1194

dev tap0

cipher AES-256-CBC
keepalive 10 30
persist-key

persist-tun

verb 3

status proxyarp status.log
log-append /var/log/openvpn-proxyarp.log

ca /etc/openvpn/easy-rsa/keys/ca.crt

cert /etc/openvpn/easy-rsa/keys/server.crt
key /etc/openvpn/easy-rsa/keys/server.key

dh /etc/openvpn/easy-rsa/keys/dh4096.pem
tls-auth /etc/openvpn/easy-rsa/keys/ta.key 0
auth sha256

keysize 256

comp-1zo no

script-security 2
client-connect /etc/openvpn/proxy-arp-up.sh
client-disconnect /etc/openvpn/proxy-arp-down.sh
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Vous noterez |'utilisation OBLIGATOIRE d'une interface TAP, I'absence de configuration réseau et
I'ajout des trois lignes suivantes :

script-security 2
client-connect /etc/openvpn/proxyarp up.sh
client-disconnect /etc/openvpn/proxyarp down.sh
et d'ajouter dans le dossier /etc/openvpn les deux fichiers suivant (en les adaptant) :
proxyarp_up.sh
#!/bin/bash
echo '1' > /proc/sys/net/ipv4/conf/all/proxy arp

ifconfig tap0 up
ip route add 172.32.0.1 dev tap0O

et

proxyarp_down.sh

#!/bin/bash

ip route del 172.32.0.1 dev tap0
ifconfig tap0 down

et pour finir de les rendre exécutable :

# chmod +x proxyarp up.sh proxyarp down.sh

Configuration du client OpenVPN pfSense

On va créer un client OpenVPN sur pfSense, si on suit I'exemple plus haut :
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Disabled [ Disable this clent
St this option 1o disable this cient without removing it from the ks,
Severmode | PeertoPeer (SSLITLS ) E
Protocol | UDP on IPv4 enly V|
Devicemode | tap - Layer 2 Tap Mode &
“tun’ mode carries IPvd 3) and is the most com mods across all platforms.
“tap’ mod s capable of carrying 802.3 (01 Layer 2)
Interface | WAN E
The intefaca used by the irewal o originate this OpenVPN client connaction
Local port =

Set this opiion tabind 10 @

ecifc port, Le ank or enter 0 for a random dynamic port

Server hostor address

The IP addres or hostname of the OpenVPN serve

Soverport 1104
The port used b the srver t recave client connections.
Prosy hostor address
The adreas for an HTTP Proxy thisclent can use 10 connect 1 8 remate servr,
TEP must be used forthe chent and server protosel
Proxy port i
Proxy Authentication | none E
The type of authenticaton used by the proxy server.
Description  Infastructur
A description mey be entered here for sdministrative reference (not parsed).

Usemams.

Leave empty when o user name is needed

oty when no password s needed

onfirm

0 onot
When enabled, the OpenVVPN process will xitf it recaives an authentication fa

re message. The default behavior s 1o rery.

TLS Configuration 7] Use a TLS Key
A TLS key snhances securiy of n OpenVP connaction by requiing both patiss o have a comman key bafors a peer can perform a TLS handshake.
This layer of HMAC austhentication allows conirol charl packeta without the praper ky to ba dropped, protectng the peers from attack o
umauthorized connectons Tha TLS Key does not have any effect on tusnel dta.
TLSKey 2
Pasta the TLS key here.
Thia key is see 0 sign cortrl chanel packets with an HMAC signature fo authenticstion when establishing the el
TLSKeyUsagoMods | TLS Authentiation -
the TLS key s used on pro e peers from
Encryption and Authertication mode also encrypts control channel communication, roviding mre privacy and traffic control channel obfuscation
Pesr Cartfcate Authorty v
PoorCortifcate  None B
Revocaton list
Client Certicate g
Encryption Algorithm | AES 256-CC (256 bi ky, 126 bt block) v
The Enceyption Algorthm use B o o (NCP) support ot available
EnableNCP (7] Enable Negorisble Cryptographic Parameters
Gheck this option to alow OpenVPN clents and servers o negotate a compatible st of acoeptable cryplographic Encryption Algoithms from those
selectod nthe NCP Algorthme lstbelow:
AES 128.CBC (128 bt key, 128 bit block) A AEs2sEGOM
NGP Algorithms. AES 128-CFB (128 bit key, 128 bit block) AES128-GCM
AES 128.CFB1 (128 bt key, 128 bit block)

Auth digest sigorithm

Hardwars Crypto.

'AES-12B.CFB8 (128 bt key, 128 bt block)
'AES128:GCM (128 bitkey, 128 bit block)
AES128.0F8 (128 bit key, 128 bi
AES-192.CBC (192 bit key, 128 bt block)
AES-192.CFB (192 bi key, 128 bit blook)
AES192.CFB1 (102 bit key, 128 bit block)
AES-192.CFB8 (192 bit key, 128 bit block)

Available NCP Encryption Algorithms

Allowed NCP Encryption Algorithes. Click an algorithm name to remove
Click o 334 o remove an algorithm from the st

tfrom tha list

The order of th seected NCP Encryption Algrithr s respected by OpertPN. €

SHAD56 (256-61t) O
The algorith used to autherticate data channel packsts, and control channel packets fa T
When an AEAD Encryption Algorith mode
Set this to the same value as the serve

5 Key Is present

used, such as AES-GCM, this digest s used for the control channel only, ot the data channel,
While SHA i the defalt for OpenVPN, this algori

No Hardware Grypto Acceleration

1Pva Tunnel Network

Thisisthe IPv# virtual netwark used for private communications between this client and the server expressed using GIDR:notation (6.g. 10.0.8.0/24)
The second usable address in the network willbe assigned o the dlientvitualinteface. Loave blank i the server is capable of providing addresses to
clients

1Pyt Tunnel Network
Thizie private communic e this clent and the sen CIDR notation (s.g. feB:/64).
When st static d,the :2 scdrass in e assigned to the interface. Leava blank ffthe serveris capable of
providing addresses to clients.

1Pv4 Remote netwark(s)
IPY4 networks that il b routed theaugh the tannel, 5o that a ste-t-site V bished without manually changing the routing tables.
e of one or more CIDR ranges. If this i e remate LAN/s here. May be leftblank far non
tet0-site VPN,

1P8 Remote netwark(s)
These e the IPv6 networks that will ba routad through the turnel, &0 that  site-to-sta VPN can b established without manually changing the fouting
tables. Expressed ae a commaseparatad lst of one or mor IP/PREFIX. f this & a site-4o-site VPN, enter the ramats LAN/a here. May ba left blank for
non ste-tosite VPN

Limit outgoing bandwidth ‘

Compression

Type-of-Service.

Maximum outgaing bandwidth for this tunnel, Leave empry for no limi. The input
Miytes/sec (entered as bytes per secand). Not compatible with UDP Fast 1/0.

se has to be samething between 100 bytes/s

and 100

No LZO Compression [Legacy style, comp-1zo nal

unnel packets using the LZ0 algorithm.

c on can ptentially increase throughput but may allow an attacker 10 extract secrets if they can control compressed plaintext traversing the.
VPN (e HTTP). Bofore enabling compreasien, consult information about the VORACLE, CRIME, TIME, and BREACH attacks sgains! TLS 1o decide if
the use case for this specific VPN is vulnerable (0 attack

‘Adaptive compression will dynamically disable compression for a period of ime if OpenVPN detects that the data i the packets is not being
compressed sffiiently
[ $atthe oS the

0 Bars the server

This option stl allows the server 10 ot the TCP/IP properties of the elients TUN/TAP Interface.

[ Dont add er "

Do not execute operating system commands 1o install routes, Instead, pass routes o —route-up scrpt using environmental variabls.

‘Custom aptions:

UDP Fast 10

‘Send/Receive Buffer

Gateway crostion

Verbosity level

Enter any addiional options to add to the OpenVPN dlient configuration here, separated by semiclon.

] Use fast /0 operations with UDP writes 1o tun/tap. Exper

Optimizes the packet wite event loop, improving CPU eff
b

ncy by 5% 10 10% Not compatible with al latiorms, and ot compatible with OpenVPN
andwidth imiting

Defautt g

Gonfigure a Send and Receive Buffer size for OpenVPN, The default buffer sice can be too smallin many cases, depending on hardware and network
uplin speeds. Finding the best buffer size can take some experimentation, To testthe beat value for a ste,start st 312K and test higher and lower
@8ath

OiPvionly O1Pvs only

f you assign a virtualinterface to this OpenVPN,

i, this setting controls which gateway types willba created. The d

ault setting s both

default

summary of g without being swamped by

None: Only fatal errors

Default through &: Normal usage range.

5: Output R and Wcharaoter to the consola for each packet read and virite. Uppercase is used for TCP/LIDP packets and lowercase s used for
TUNITAP packts.

611: Debug info range.
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Avec pour méme spécificité : I'interface TAP et pas de configuration de réseau.

Il faut ensuite assigner l'interface ovpncX comme interface du pfSense sans IP :

CVPN ovpnc3 (Infrastructure) W m

puis de créer un bridge avec UNIQUEMENT l'interface créer précedement :

Bridge Configuration

Member Interfaces CVPN -

DM

LAN

RD -

Description

Advanced Options

puis assigner ce bridge a une interface, et lui assigner I'IP Fail-Over de votre hébergeur ainsi que sa
passerelle (souvent identique a celle de votre serveur).

Si celle-ci n'est pas dans le méme réseau, il vous faudra cocher la case Use non-local gateway dans
la gateway.
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