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Mise en place d'un portail captif PfSense

I- Installation des paquets

Pour faire du filtrage web ainsi qu'un portail captif, il faudra installer les paquets suivant :

squid
squidguard
freeradius

Pour cela il faut se rendre dans “Systeme”, “Packages” :

System: Package Manager @

T ELENEE TR T G Installed Packages

Mame Category Version

freeradius2 Services 1618 Afree i ati e RADIUS protocol.
1 0L, LDAP, Kerberos.
2 are not compatible so

pdate.
is & how-to which could help you on porting users.

Package info

squid Semvices 4310 High performance web proxy cache (2.7 legacy branch).
Mo package ck the forum
squidGuard MNetwork 15918 High performance web proxy URL filter.
Management Works with both Squid (2.7 legacy branch) and Squid3 (3.4 branch)

packages.
Mo package info, check the forum

Click package info for more
details about SquidGuard

package.

lI- Configuration du filtrage avec Squid & Squidguard

Une fois les paquets installer, il faut se rendre dans :

"Service"
"Squidguard Proxy"

Commencer par renseigner I'URL de notre blacklist, I'université de Toulouse a mis en ligne une
blacklist (Blacklist Université de Toulouse)
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Logging options:

Enable v
GUI log . ’ )
Check this option to log the access to the Proxy Filter GUI.
Enable log 7
Check this option to log the proxy filter settings like blocked websites in Common ACL, Group ACL and Target Categories. This opfion is usually used to check the filter settings.
Enable log v
rotation

Check this option to rotate the logs every day. This is recommended if you enable any kind of logging to limit file size and do not run out of disk space.

Clean
Advertisi
=1L Check this option to display a blank gif image instead of the default block page. With this option the user gets a cleaner webpage.

Blacklist options

Blacklist v

Check this option to enable blackfist.
Do NOT enable this on NanoBSD installs!

Blacklist
proxy R
Blacklist upload proxy - enter here, or leave blank.
Format: host:[port bogin:pass] . Default proxy port 1080.
Example: '192.168.0.1:8080 user:pass’
E'Raf_mbt R http:/fwww.shallalist.de/Downloads/shallalist.tar.gz

Enter the path to the blackiist (blacklist tar.gz) here. You can use FTP, HTTP or LOCAL URL blacklist archive or leave blank. The LOCAL path could be your pfsense (ftmp/blacklist.tar.gz).

Save

Ensuite se rendre dans I'onglet “Blacklist” pour telecharger la blacklist :

General settings Groups ACL | Target categories Blacklist XMLRPC Sync

Enable v

Check this option to enable sguidGuard.
Important: Please set up at least one category on the Target Categones' tab before enabling. See this link for details.
For saving configuration YOU need click button "Save' on bottom of page
After changing configuration squidGuard you must apply all changes
Apply
SquidGuard service state: STARTED

Proxy filter SquidGuard: Blacklist page 2

General seftings Groups ACL | Target categories Blacklist XMLRPC Sync

) j 0

R_ http:ffeww.shallalist.de/Downloads/shallalist.tar.gz
| Download || Cancel | | Restore defauit |

Blacklist Update

Enter FTP or HTTF path to the blackdist archive here.

Enfin se rendre dans “Comon ACL" pour selection ce que I'on souhaite bloquer dans “Target rules
List” :
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ACCESS: 'whitelist' - always pass; 'deny’ - block: ‘allow - pass, if not blocked.

Target Categories
[fe] access  [deny ¥
[blk_BL_adv] access  |allow ¥
|blk_BL_aggressive] access | deny v
[blk_BL_akcohal] access | demy v
[blk_BL_anonvpn] BCCess | deny v
|blk_BL_automobile_bikes] access  |allow ¥
[blk_BL_automobile_boats] access | allow ¥
[blk_BL_automobile_cars] access  |allow ¥
[blk_BL_automobile_planes] access | allow ¥
[blk_BL_chat] access  |allow ¥
|blk_BL_costtraps] access  |allow ¥
|blk_BL_dating] BLCESS allow T
|blk_BL_downloads] access  |allow ¥
[blk_BL_dnegs] access | deny v
[blk_BL_dynamic] access | allow ¥
[blk_BL_educabon_schools] access |allow ¥
|blk_BL_finance_banking] access | allow ¥
|blk_BL_finance_insurance] access | allow ¥
[blk_BL_finance_moneylending] access | allow ¥
|blk_BL_finance_other] access  |allow ¥
[blk_BL_finance_realestaie] access  |allow ¥
|blk_BL_finance_trading] access | allow ¥
[blk_BL_fortunetelling] access  |allow ¥
[blk_BL_forum] access  |allow ¥
|blk_BL_gamble] access  |allow ¥
|blk_BL_government] BLCESS allow T
[blk_BL_hacking] access | deny v
[blk_BL_hobby_cooking) access  |allow ¥
|blk_BL_hobby_games-misc) access  |allow ¥
|blk_BL_hobby_games-online] access  |allow ¥
|blk_BL_hobby_gardening] access | allow ¥
|blk_BL_hobby_pets] access | allow ¥
[blk_BL_homestyle] access  |allow ¥
|blk_BL_hospitals] access | allow ¥
|blk_BL_imagehosting] access  |allow ¥

Ne jamais oublier de cliquer sur “Save” et “Apply” a chaque modification :

General settings [ R T BT — Blackdist m

Enable v

Check this option to enable sguidGuard.
Important: Please set up at least one category on the 'Target Categories’ tab before enabling. See this link for details.
For saving configuration ¥YOU need click button "Save' on bottom of page

After changing configuration squidGuard you must apply all changes

Apply

SquidGuard senvice state: STARTED

lll- Configuration du Portail Captif lié a un LDAP

Pour configurer le portail captif, il faut se rendre dans “Service” et “Captive Portal” :
Sélectionner l'interface :
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Services: Captive portal: Wifi

CRaraue

Captive portal(s) m Allowed IP addresses | Allowed Hostnames m File Manager

¥| Enable captive portal

Interfaces WAN
WANPRIVATEWIFI
PUBLICWIFI
Select the interface(s) to enable for captive portal.
gmn;n?mmmm I :\ per client 1P address (0 = no limit)
ThIS setting limits the number of concurrent connections to the captive portal HTTP(S) server. This does not set how many Wsers
can be logged in to the captive portal, but rather how many users can load the portal page or authenticate at the same time!
Possible setling allowed is: minimum 4 connections per client IP address, with a total maximum of 100 connections.
Idle timeout F\ T
Clients will be disconnected after this amount of inactivity. They may log in again immediately, though. Leave this field blank for
no idle timeout.
Hard timegut

T

minutes

Cllen will be disconnected after this amount of ime, regardless of activity. They may log in again immediately, though. Leave
this field blank for no hard timeout (nat recommended unless an idle timeout is set).

Pass-through credits allowed
per MAC address

I(‘\.‘ per client MAC address (0 or blank = none)

This setting allows passing through the captive portal without authentication a limited number of imes per MAC address. Once
used up, the client can only log in with valid u:re:lentlals until the waiting period specified below has expired. Recommended to set
a hard timeout and/or idle timeout when using this for it to be effective.

Whiting period to restore pass-

through credits ) hours
Clients will have their available pass-through credits restored to the original count after this amount of time since using the first
one. This must be above 0 hours if pass-through credits are enabled.

Reset waiting period on

afttempted access

Enable waiting period reset on attempted access
If enabled, the waiting period is reset to the original duration if access is attempted when all pass-through credits have already
been exhausted.

Logout popup window

#| Enable logout popup window
If enabled, a popup window will appear when clients are allowed through the captive portal. This allows clients to explicitly
disconnect themselves before the idle or hard timeout occurs.

Mise en place d'un portail captif PfSense

Des liens e redirection si besoin :
Astuce : pour que la pages d'authentification apparaisse tout le temps, renseignez une “Pre-
authentication redirect URL”

E’gﬁme””m" IEIEE B hetps:/iwww.google. fr
Use this field to set $PORTAL_REDIRURLS varable which can be accessed using your custom captive portal index.php page or

EMTOr pages.

After authentication

Redirection URL H hitps://duckduckgo.com/

If you provide a URL here, clients will be redirected to that URL instead of the one they initially tried to access after they've
authenticated.

Blocked MAC address redirect
URL
If you provide a URL here, MAC addresses set to be blocked will be redirect to that URL when attempt to access anything.

Concurrent user logins #| Disable concurrent logins

If this option is set, only the most recent login per wsername will be active. Subseguent logins will cause machines previously
logged in with the same username to be disconnected.

MAC fhitering Disable MAC filtering

If this option is set, mo attempts will be made to ensure that the MAC address of clients stays the same while they're logged
in.This is required when the MAC address of the client cannot be determined (usually because there are routers between
piSense and the clients). If this is enabled, RADIUS MAC autheniication cannot be used.

B Enable Pass-through MAC automatic additions

If this option is set, a MAC passthrough entry is automatically added after the user has successfully authenticated. Users of that
MAC address will never have to authenticate again. To remove the passthrough MAC eniry you either have to log in and remove
it manually from the MAC tab or send a POST from another system to remove it. If this is enabled, RADIUS MAC authentication
cannot be used. Also, the logout window will not be shown.

Enable Pass-through MAC automatic addition with username
If this option is set, with the automatically MAC passthrough entry created the username, used during authentication, will be
saved. To remove the passthrough MAC entry you either have to log in and remove it manually from the MAC tab or send a
POST from another system to remove it.
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Configuration du radius :

Primary Authentication Source

Primary RADIUS server

IP address

%, 127.0.0.1
Enter the IP address of the RADIUS senser which wusers of the captive portal have to authenticate against.

Fert F\.‘ 1812
Leave this field blank to use the default port (1512).
Shared secret

R.‘ pfsense

Leawve this field blank to not use a RADIUS shared secret (not recommended).

Secondary RADIUS senver

IP address R

If you hawve a second RADIUS senwer, you can activate it by entering its 1P address here.
Port F\‘
Shared secret

N

(il est possible de configurer sa page d'authentification)

Pour la liaison a son “ActiveDirectory”, on se rend sur “Service”, et “FreeRadius” puis dans I'onglet

NAS/Clients" :

FreeRADIUS: Clients 2
(e [ wacs IR meraces | seting | cap | sau | Gerstes | oaP | viewcono | Xuaoc sy
Client IP Client IP Client Client Client Require Message Max S
Address Version Shortname Protocol Type Authenticator Connections ption
| 127.00.1 ipaddr captif.wif udp other no 16 MQLQ
=
Save

Important: mettre le meme “shared secret” que I'on a mit précédemment dans la configuration du

portail captif:
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General Configuration
Client IP Address K 127.0.0.1
Enter the P address of the RADIUS client. This is the IP of the NAS (switch, access point, firewall, router, etc.).

Client IP Version | 1pva ¥ |

Client Shortname K captif.wifi
Enter a short name for the clisnt. This is generally the hostname of the NAS.

Client Shared Secret

a:; FERERE

Enter the shared secret of the RADIUS client here. This is the shared secret (password) which the NAS (switch or accesspoint)
needs to communicate with the RADIUS server. FreeRADIUS is limited to 31 characters for the shared secret.

Miscellaneous Configuration

Client Protocol | upe ¥ |
Enter the protocol the client uses. (Default: UDP)

Client Type | ather T |
Enter the MAS type of the client. This is used by checkrad.pl for simultaneous use checks. (Default: other)

Require Message [no ¥ |

Authenticator RFC5080 requires Message-Authenticator in Access-Request. But older NAS (switches or accesspaints) do not include that.
(Default: no)

Max Connections \ 16

Takes only effect if you use TCP as protocol. This is the mirror of "Max Requests Server” from "Settings” tab. (Default 16)
NAS Login K

Ifyl:‘rur MAS supports it you can use SNMP or finger for simultaneous-use checks instead of (sjradutmp file and accounting.
Leave empty to choose (sjradutmp. (Default: empty)

MAS Password
Ifyﬁur MNAS suppors it you can use SNMP or finger for simultaneous-use checks instead of (sjradutmp file and accounting.
Leave empty to choose (sjradutmp. (Default: empty)

Description \

Ern;ar any description you like for this client

Se rendre ensuite dans l'onglet Interface :
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FreeRADIUS: Interfaces: Edit
osers [ anca [ s cvets R setngs 1 cap [ st | Geruncaes | Lonp | viewcan | 047G Sync

=)

General Configuration

Interface IP Address R\ 127.0.0.1
Enter the IP address (e.g. 192.168.100.1) of the listening interface. If you choose * then it means all interfaces. (Default: *)

N, 1812

Enter the port number of the listening interface. Different interface types need different ports.

You could use this as an example:

Authentication = 1812

Accounting = 1813

Status = 1816

IMPORTANT: For every interface type listening on the same IP address you need different ports.

Interface Type Authentication ¥
Enter the type of the listening interface. (Default: auth)

IP Version Py ¥
Enter the IP version of the listening interface. (Default: |Pv4)

Description .
Opﬁmﬂry enter & description here for your reference.

Save | Cancel

Se rendre dans I'onglet LDAP, bien cocher les deux case

FreeRADIUS: LDAP

usrs T wacs | G | s | Seings | 0] 50 | oo JES

ENABLE LDAP SUPPORT - SERVER 1

Enable LDAP For o
Authorizati
prization This enables LDAP in authorize section. The Idap module will set Auth-Type to LDAP if it has not already been set. (Default: unchecked)
Enable LDAP For o
Autheniication

This enables LDAP in authenticate section. Mote that this means "check plain-text password against the ldap database”, which means that EAP won't
work, as it does not supply a plain-text password.

Configurer la liaison LDAP avec le Serveur AD :
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General Configuration - SERVER 1
Server

%, 192.168.2.201
Mo description. (Default: Idap.your.domain )

Part l'\ 389

Mo description. (Defauli- 389 )

r\. cn=administrateur.cn=Users,dc=klyuch,dc=lan
Mo description. (Default cn=admin,o=My Org,c=UA )

Password |a) CTT TPy

No description. (Default: mypass)

Basedn %, ou=Wifi, ou=Utilisateurs, dc=klyuch dc=lan
No description (Default: o=My Org c=UA)

A= r\ (samaccountname=%{User-Name})

No description. (Default (uid=%{*{Stnpped-User-Name}-%{User-Name}}) )

Base Filter r\ (objectclass=radiusprofile)

Mo description. (Default: (objectclass=radiusprofile) )

LDAP Connections l'\ 5
MNumber y
How mamny connections to keep open fo the LDAP server. This saves time over opening a new LDAP socket for every authentication request. {Default
5)

Timeout 4
Sec‘mds to wait for LDAP query to finish. (Default 4)

Timefimit 3
Sec‘mds the LDAP server has to process the query (server-side time limit). (Default: 3)

Met Timeout l'\ 1
Seconds to wait for response of the server because of network failures. (Default: 1)

Astuce : En cas de redémarrage du Pfsense, il faudra revenir sur “Free Radius” et ré enseigner le mot
de passe administrateur du LDAP, ainsi que re-télécharger la “blacklist” dans “Squidguard”.

IV- Test

Pour tester on va se rendre sur un machine client et lancer internet, je suis automatiquement
rediriger vers ma page d'authentification :
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e

€ (@ | 1721687 254:8002/index, php?zone=wifiBuredirurl= http? o _|':'.ﬁ'cchcrrh:r e 3 #® =

Bienvenue sur le réseau wifi sécurisé de I'@robaz.

Ce réseau est protégé et entierement sécunsé par la distribution Linux PfSense. Ce réseau est un réseau

prive dont l'accés est stnctement réglementé et surveillé par un admimistrateur. Toute utihisation il

frauduleuse de cette connexion sera enregistrée et signalée, pouvant conduire a

51 vous désirez obtenir un nom d'utilisateur et un mot de passe privé, veuillez vous renseigner au burean
d'accueil.

nom d'utilisateur

maot de passe

Aprées authentification je suis bien rediriger vers le site de redirection :

'('ﬁl 3 ) F @ | https//duckduckge.com E ¢ |':'. Rechercher ﬁ | E 4+ #H

DuckDuckGo

I Q

Le moteur de recherche qui ne vous espionne pas. En savoir plus

VirtlT - https://wiki.virtit.fr/



2024/02/20 12:17 10/11 Mise en place d'un portail captif PfSense

Ensuite je vais essayer d'acceder a un site de vente d'arme :

—
’ 5 amme - Recherche Google  ® ! ! --- a3

| o= | ) @ | https://www.googlefr Tofe_rd=crBiei= xS uWLH R IQP::“D‘:HCF o+ =

Go gle arme Q

m

Tous mages Actualités Shopping Vidéos Plus Paramétras Outils
Emviron 73 000 000 résultats (0,54 secondes)

e Rappel concernant les régles de confidentialité de
Google

ME LE RAPPELER PLUS TARD CONSULTER

Arme de défense et d'autodefense - Armurerie-Loisir
www.armurerie-loisir fr'125-arme-de-defense -

Trowvez l'arme de défense ou dautodéfense qui vous comdent: bombe lacrymogene, taser,
matraque, pistolet d'alarme. .. Livraison en 24h.

Pistolet d'alarme - Flash ball - Shocker électrique - Pistalet lzcrymogéne

Je suis bien bloquer par “Squidguard”
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ERREUR: L'URL demandée n'a.. x | =+ = | S

< w.armurene-loisinfr125-arme-de-defense lg C 4B 4 # =

ERREUR

L'URL demandée n'a pu étre chargée

En essayant de charger I'URL : http://10.0.87.254:5680/sgerror.php?

L'erreur suivante a été rencontrée :
+« Réponse de taille nulle

Squid n'a recu aucune donnee pour cette requéte.

Generated Thu, 05 Jan 2017 10:22:51 GMT by localhost (squid/2.7.STABLES)
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